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1. Executive Summary

The Problem: Non-Deterministic Al in Deterministic Systems

As enterprise Al shifts from read-only chatbots to read/write autonomous agents, a critical security gap has
emerged. Agents now control production databases, cloud infrastructure (AWS/Azure), and financial systems
(for example, Stripe). However, large language models (LLMs) are probabilistic by nature and can hallucinate.
In an agentic context, a single hallucination — such as dropping production tables or provisioning
unauthorized GPU clusters — can result in catastrophic financial or operational damage.

The Solution

FuseGov is a network-layer deterministic kill-switch designed specifically for agentic Al. Functioning as an
infrastructure-level sidecar, FuseGov intercepts tool invocations after the agent generates them but before
they reach the execution endpoint.

By combining millisecond-speed deterministic rules with semantic intent analysis, FuseGov addresses the
“Identity vs. Intent” paradox that legacy firewalls cannot solve. It provides a patent-pending, difficult-to-
bypass safety layer that enables autonomous Al operation without risking the enterprise.

2. The Agentic Security Gap

The Failure of Legacy Controls

Traditional security tools (firewalls, IAM) are designed to authenticate identity (“Who are you?”). They
assume that if an authenticated user or service account creates a command, it intends to execute it. They
cannot evaluate intent (“Is this command safe in this specific context?”).

If an authenticated Al agent hallucinates and requests 100x GPU instances, legacy IAM typically evaluates
the request as valid because the agent holds the correct credentials.

Why SDKs Are Not Enough
Most current Al security solutions rely on Python SDKs or library imports (for example, ‘import guardrails’).
This approach is fundamentally flawed for autonomous agents:

e Bypass risk: Advanced coding agents can create their own execution environments or modify their
runtime, bypassing SDK-level checks.

e Vendor lock-in: Tying governance to specific frameworks (LangChain, CrewAl) creates technical debt as
the agentic stack evolves.

o The “check-first” fallacy: Asking an LLM “Is this safe?” before execution increases latency and cost while
relying on the same probabilistic engine that made the initial error.

3. Industry Worked Examples
To illustrate the necessity of deterministic governance, we examine three scenarios where probabilistic
agents fail in production environments.



Retail & Supply Chain: The “Ghost Inventory” Order

A logistics optimization agent is tasked with reordering stock for a regional warehouse. It hallucinates a spike
in demand for a specific SKU (“ZX-17 Torque Plate”) based on a misinterpretation of a competitor press
release.

The error:

e The agentissues a purchase order for 50,000 units of a part that does not exist in the catalog, or creates
a valid order for an invalid quantity (100x normal volume).

Legacy failure:
e The ERP system accepts the order because the agent API token is valid for purchase orders.
FuseGov mitigation:

e Stage 1 (Deterministic): A velocity limiter triggers because the request exceeds the max $10,000/hour
spending cap defined for autonomous reordering.

e Action: The request is blocked instantly. The agent receives a 429 Too Many Requests error, forcing
escalation to a human manager.

Financial Services: The Synthetic Sanctions Freeze

A compliance agent monitors wire transfers for money laundering. It hallucinates a match between a high-
net-worth client and a name on the OFAC sanctions list due to semantic similarity (for example, “Sarah
Conner” vs. “Sara O’Connor”).

The error:

e The agent triggers an automated account freeze on a high-value client, causing reputational damage and
additional regulatory reporting.

Legacy failure:
e The agent has legitimate permission to invoke freeze_account for compliance purposes.
FuseGov mitigation:

e Stage 2 (Semantic): Contextual intent analysis classifies freeze_account as a high-impact action.

e Action: FuseGov enforces a strict policy requiring an exact string match (or equivalent deterministic
identifier) for autonomous freezes. The request is downgraded to a “Flag for Review” ticket instead of
execution.

Healthcare: Cross-Agent Privilege Escalation

A patient scheduling agent (low privilege) interacts with a clinical diagnosis agent (high privilege). A prompt
injection attack convinces the scheduling agent to request “all recent notes” to “optimize appointment
times.”

The error:

e The clinical agent, trusting the internal request, releases sensitive HIPAA-protected diagnosis data to the
lower-security scheduling environment.



Legacy failure:
e Both agents are internal and trusted; the network allows peer-to-peer traffic.
FuseGov mitigation:

e Stage 1 (Deterministic): Schema validation detects that the scheduling agent is attempting to access PII
fields (diagnosis_code, notes) which are not on its allow-list.
e Action: The payload is redacted or blocked before it leaves the clinical agent pod.

4. The FuseGov Solution

FuseGov operates on a simple premise: trust the architecture, not the model.

FuseGov acts as an infrastructure-level sidecar with OS-enforced network isolation. An agent cannot reach
external endpoints (AWS, SQL, Stripe) without passing through FuseGov — similar to how a firewall cannot
be bypassed by application code.

This deployment requires no code changes to the agent itself and is agnostic to the underlying model
(OpenAl/Anthropic) and framework.

Core Philosophy

e Detention at the boundary: Intercept the action request at the last responsible moment, right before
execution.

o Determinism first: Prefer compiled, low-latency enforcement for the majority of decisions.

e Semantic escalation: Use intent analysis only when determinism cannot disambiguate.

e Fail closed: If semantic evaluation fails, default to safe degraded policies.

Deployment Model
FuseGov is deployed as a sidecar container alongside the agent in Kubernetes (or an equivalent host-based
pattern in non-Kubernetes environments).

1. Inject the FuseGov sidecar into the agent workload (Helm, Kustomize, or service mesh-style injection).

2. Configure egress controls so the agent can only reach localhost; FuseGov owns all outbound network
routes.

3. Define policies as YAML and apply them per agent, per environment, and per endpoint type.

5. Technical Architecture

The Sidecar Injection Pattern
FuseGov “wraps” an Al agent by colocating a policy enforcement proxy inside the same execution boundary
(pod/host). All outbound traffic is forced through the sidecar before it can reach external systems.
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Figure 1. Network isolation architecture (sidecar injection pattern).

Two-Stage Enforcement Pipeline
FuseGov balances machine-speed latency with contextual understanding using a two-stage enforcement
pipeline (patent-pending).

Stage 1: The Deterministic Gate (<1ms)
Traffic first hits a compiled, high-performance filter. This layer handles the majority of enforcement decisions
with near-zero latency.

e Technology: Aho-Corasick automata for high-speed pattern matching and token-bucket rate limiting.

e Function: Block known dangerous commands (for example, DROP TABLE, DELETE S3 BUCKET) and
enforce hard cost caps.

e Throughput: 100,000+ requests/second per instance (workload dependent).

Stage 2: Semantic Intent Analysis (Real-Time)
Requests that pass Stage 1 but are flagged as ambiguous are routed to a semantic engine for intent
evaluation against business policy.

e Contextual evaluation: Optimized intent model evaluates the request against business logic (for
example, “Is this payment to a known vendor?”).

e Qut-of-band: Extracts intent from boundary signals without requiring access to the agent internal
weights.

e Efficiency: Caching supports high hit rates in production workloads where request patterns repeat.
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Figure 2. Two-stage enforcement logic.

The “Safety Net”: Deterministic Degraded Mode
If the semantic engine times out (for example, due to upstream Al service latency), FuseGov does not fail
open. It reverts to a deterministic degraded mode matrix.

e Behavior: Apply a strict, pre-defined policy such as “Block all write actions; allow read-only.”

e Failover time: <50ms from Stage 1 to degraded mode (environment dependent).

e QOperator control: Degraded modes can be tuned per endpoint type (cloud, data, SaaS) and per
environment (dev/test/prod).

6. Performance Benchmarks
Benchmarks conducted on production-grade cloud infrastructure (AWS c6a.2xlarge). Results are indicative
and will vary by workload and network conditions.

Operation Type Baseline Latency With FuseGov (Stage 1) | Overhead

REST API Call (JSON) 45 ms 45.7 ms +0.7 ms

Vector DB Query 12 ms 129 ms +0.9 ms

SQL Query (Postgres) 8 ms 8.8 ms +0.8 ms

Stage 2 (Semantic) N/A ~150 ms Context dependent
Worst Case (Stage 1 +2) | 8 ms ~159 ms +151 ms

Key finding: For the majority of traffic handled by Stage 1, the overhead is imperceptible (<1 ms), enabling
high-frequency agentic operations.



7. Scalability & Reliability

FuseGov is designed to scale horizontally and operate reliably in high-throughput, latency-sensitive
environments. The core enforcement path is stateless by default, enabling safe replication across multiple
instances.

Horizontal Scaling

e Stateless enforcement: Stage 1 policies are evaluated without per-request server-side state, supporting
linearly scalable replicas.

e Kubernetes-native: Supports HPA/cluster autoscaling based on CPU, RPS, and latency SLOs.

e Shared cache (optional): Semantic caching can be local per instance or backed by a shared cache for
consistency across replicas.

High Availability

e Multi-AZ deployment: Run replicas across availability zones with pod disruption budgets and anti-affinity
rules.

e Graceful degradation: Semantic engine failures trigger deterministic degraded mode rather than fail-
open behavior.

e Backpressure: Token buckets and rate limits provide predictable behavior under load to protect
downstream systems.

Observability
Metrics: RPS, allow/block rates, policy evaluation latency, semantic timeout rates, cache hit rates.

Tracing: Correlation IDs propagate across agent - FuseGov —» endpoint for end-to-end traceability.

SLOs: Stage 1 p99 latency and decision accuracy are monitored continuously with alerting on drift.

8. Compliance & Auditability (The CTR)

The Cognitive Telemetry Record (CTR)
Every decision — allowed, blocked, modified, or queued for review — generates a tamper-evident audit
record (the Cognitive Telemetry Record, CTR).

e Cryptographic binding: The CTR includes a hash of the policy version and engine state active at the
moment of decision.

e Regulatory readiness: Enables evidence for SOC 2, HIPAA, and the EU Al Act by showing not only what
happened, but why it was allowed.

e Forensics: Supports replay and post-incident review with deterministic evaluation under the recorded
policy snapshot.

9. Integration Roadmap

FuseGov acts as a unified governance layer across multiple endpoint types.



Supported Endpoints (Current)

e Cloud: AWS SDK, Azure Resource Manager, Google Cloud APlIs.
e Data: PostgreSQL, MySQL, Pinecone, Weaviate.

e SaaS: Stripe, Slack, SendGrid, Twilio.

Deployment Method
1. Container sidecar: Drop the FuseGov container into your Kubernetes pod.

2. Configuration: Define policies in YAML (for example, allow_read: true, max_cost_per_hour: $50).

3. Run: No changes to agent source code required.

Roadmap (Indicative)

e Expanded endpoint adapters: additional databases, message buses, and CI/CD systems.

e Policy packs: pre-built templates aligned to common regulatory regimes (industry- and region-specific).
e Managed control plane: centralized policy distribution, key management, and CTR aggregation.

10. Conclusion

The shift from “co-pilots” to “autopilots” is inevitable. The question is not whether enterprises will deploy
autonomous agents, but whether they will do so safely. FuseGov provides the missing infrastructure layer —
a deterministic safety net that makes autonomous Al production-ready.

Contact FuseGov
e Engineering & Design Partners: engineering@fusegov.com
o  Web: www.fusegov.com



